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Help

If you are unable to run the Installer or you are missing a file after installation, then your
anti-virus software falsely labeled it as a virus.

~__» Inthis case you have to add the entire Game Folder UMF is installed into as an
@ exclusion in your Anti-Virus software.

1. Pick your Anti-Virus software from the list below and follow the steps.
2. Re-install UMF.

Table of Contents

Windows 10 Security
Windows 7 Defender
Microsoft Security Essentials
Other Anti Virus Software

Windows 10 Security

1. Open Windows Security from your taskbar.

OH

2. Click “Virus & threat protection”.
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(3 N 43

Virus & threat protection Account protection Firewall & network
Mo action needed. Mo action needed. protection
Mo action needed.

d 5 B

App & browser control Device security Device performance &
Mo action nesded. View status and manage health
hardware security features Mo action needed.

gk

Family options
Manage how your family uses
their devices.

o

3. Click “Manage settings” on “Virus & threat protection settings”.

% Virus & threat protection settings

Mo action needed.

Manage settings

(e}

4. Click “Add or remove exclusions” on “Exclusions”.

Exclusions

Windows Defender Antivirus won't scan items that you've excluded.
Excluded items could contain threats that make your device vulnerable.

Lf’-‘idd or remove excluaions]
(@]

5. Click “Add an exclusion” and select the game folder.

Exclusions

Add or remave items that you want to exclude from Windows Defender
Antivirus scans.

-+ Add an exclusion
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Windows 7 Defender

e Open Windows Defender from your taskbar or start menu.

&4 Windows Defender

#}¢ Home J_,-ﬁ Scan | "2 History ﬁ Tools I:,:':‘::I | =

Protection against spyware and potentially unwanted software

s Options

Autornatic scanning
Default actions

Do not scan these files or locations:

-time protection Mame

ed file
Advanced
Administrator

P

E'
et

Remove

Microsoft Security Essentials

Y This covers Microsoft Security Essentials for all Windows versions before Windows 10.

It is recommended you upgrade to Windows 10.

1. Open Microsoft Security Essentials from your taskbar or start menu.
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Programs (1)

|‘ Microsoft Security Essentials ¢

Control Panel (13)

g Set screen saver password
Change security settings

Enable ar disable session cookies

%ﬁ Protect your computer by encrypting data en your disk
P Review your computer's status and resolve issues

P" Change User Account Control settings
Files (29)

|| user-agents.bet

|| dns_request.sgl

|| icmpsh-s.c

| smalldict.bet

|_| hydra.c
|| dpldhydra_full.csv

p See more results

| security e

PC status: Protected

Scheduled scan

] Excluding certain files and locations can help speed up a scan, but may leave your computer
Default actions

less protected.
To add multiple files or locations, use a semicolon to separate the entries in the text box,

Excluded files and locations H
Pl T Types I File locations:
Excluded processes
Advanced

MAPS

¥ Save changes | l
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3. Here, at this step, you can use either a file or a folder. Select a file or a folder and click OK.

][y security Essentials R i

Scheduled scan Select the files or locations you want to excude:
i : your computer
Default actions = ) Local Disk {C:) -
Real-time protectio B SRecyde.Bin e he text box.
Excluded files and G- j C'E&
. as
Excluded file types @i Config.Ms
biclisded piocesecy B | dcaB145d9e53f98e67617c0ea6 > Browse
Advanced -- | Extracted 3 1
MAPS - )l inetpub > | Add |
B ) MSOCache .
-- . New folder | Remove
& @ Perflogs i i b
[ ) Program Files
-- | Program Files {(x86)
-- | ProgramData
-- I Recovery
-] System Volume Information Bt

| '¥'Save changes | Cancel

4. If you need, you can add multiple files and/or folders using a semicolon at the end. After
selecting a file/folder, click “Add”.
" (rm————

PC status: Protected

Scheduled scan

; Excluding certain files and locations can help speed up a scan, but may leave your computer
Default actions

less protected.
Real-time protection To add multiple files or locations, use a semicolon to separate the entries in the text box.

Excluded files and locations
Excluded file types
Excluded processes Chasd; |
Advanced
MAPS

File locations:

Remove

| '%¥'Save changes | Cancel

5. Finally, you need to save the changes.
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PC status: Protected

Schediiled .scan Excluding certain files and locations can help speed up a scan, but may leave your computer
Default actions less protected.

Real-time protection To add multiple files or locations, use a semicolon to separate the entries in the text box
Excluded files and locations
Excluded file types
Excluded processes |
Advanced
MAPS

File locations:

Other Anti Virus Software

Recommended Steps:

Open the Control Panel.

Click “Programs & Features”.

Select your anti-virus software from the list.

Click Uninstall to get rid of your useless AV bloatware.
Restart your computer.

vk wh e

If on Windows 7 or newer, the default Windows AV will now enable it self again.

In case of older versions of Windows or the the default not enabling it self again, you should install
Microsoft Security Essentials for some protection.

Alternative Steps:

e Learn to use the Anti-Virus software you installed.
* Visit the website for your Anti-Virus software and look up how to add exclusions.
¢ Google how to add exclusions for your Anti-Virus software.
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e Watch a video on YouTube on how to add exclusions for your Anti-Virus software.
e If all else fails, follow the Recommended Steps instead.

1)
Referenced from Microsoft Answers.

From:
https://lumodframework.com/wiki/ - UMF Wiki

Permanent link:
https://umodframework.com/wiki/antivirus

Last update: 2019/06/27 22:33

UMF Wiki - https://umodframework.com/wiki/


https://answers.microsoft.com/en-us/protect/forum/all/how-to-exclude-a-filefolder-from-microsoft/26f2810a-47fd-40d8-b35e-3740f00fce85
https://umodframework.com/wiki/
https://umodframework.com/wiki/antivirus

	Windows 10 Security
	Windows 7 Defender
	Microsoft Security Essentials
	Other Anti Virus Software

